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What SEC and FINRA Expect when
You Deploy Al for Compliance

How CCOs Can Strengthen Supervision and
Reduce Risk in an Al-Driven Environment

—
Introduction

Artificial intelligence is reshaping supervisory expectations inside advisory firms. Risk
assessments are faster, communication reviews more comprehensive, and
operational workflows increasingly automated. Regulatory bodies have publicly
acknowledged that Al can improve accuracy in surveillance and help investors make
more informed decisions. At the same time, they have identified clear and expanding
risks: misinformation, privacy breaches, biased outputs, and the exploitation of
automated systems by bad actors.

Critically, accountability has not changed. People

| —— remain responsible for validating any result
influenced by a model. Regulators have pointed to

N cases where automated tools produced inaccurate

A g ” information that was then submitted as fact. In
;é'}g one e?(ample, a federal judge confronted a filing

. e that cited non-existent legal precedents generated

by a language model. The response was firm:

“Whatever you submit, you must
be able to stand behind it."

T=) Compliance cannot delegate judgment to a model.

3: @j If technology participates in a compliance task,
’ that task becomes subject to greater scrutiny than
] before. This guide explains the standards
=

regulators expect, and how CCOs can
operationalize responsible Al  within  their
supervisory programs.
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Al has Become a Supervisory Responsibility

Artificial intelligence is no longer a discretionary add-on. It is now embedded in
compliance infrastructure, delivering insights and operational efficiencies that firms
rely on. Regulators expect firms to treat Al as a core compliance function, which
means establishing policies and procedures for exactly how it is used, assessed,
supervised, and governed.

The foundation of regulatory guidance today centers on one principle: Al must
enhance human judgment, not replace it. Tools that analyze communications, flag
potential misconduct, or generate reporting cannot operate without trained
professionals validating the outputs. Compliance functions that depend on accuracy
must be monitored for correctness when Al participates.

Regulators specifically warn against a false sense 0
of safety. Algorithms can misinterpret context, .
hallucinate, or fail to consider evolving rules. Compliance Takeaway

Supervisory programs must therefore document the
skills and au"thorlty of the individuals reviewing Al CEOs T e 2l
results. Junior personnel are not considered

adequate control in areas requiring legal demonstrate that

interpretation or regulatory nuance. artificial intelligence

. : improved their
Al does not lower responsibility. It raises the proved the

standard of proof that decisions were properly supervisory process
reviewed and built on proper foundation. without reducing
. accuracy or
—~ © accountability.
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Governance, Documentation, and Vendor Accountability

Regulators are increasingly asking firms to identify every instance where Al plays a role in
compliance operations, including use cases embedded inside third-party tools. A surveillance
platform, CRM plugin, or risk scoring engine may incorporate Al even if the firm has not explicitly
implemented Al internally. Examiners want CCOs to know which tools are using models, what data
they ingest, how they generate conclusions, and what degree of human oversight is applied to

outputs.

This represents a shift in vendor management. Firms must expand due diligence to consider:

e How models are trained

e Whether client data is retained or shared externally

e Whether the model is closed or open access

e What error rates or hallucination characteristics exist
e What audit logs are available to reconstruct decisions

Recordkeeping obligations also evolve when Al generates
regulated content. For example, automated meeting notes
must be retained in the same way as written
communications and documentation are retained today. The
risks broker/dealers and investment advisory firms face
today, with the prevalence of Al note-taking tools, are very
similar to what we have seen with recent enforcement
actions coming out of the use of “off-channel
communications”. For example, suppose an associated
person or access person utilizes an Al note-taking tool
without their firm's knowledge or consent. In that case, that
individual has created a situation where the firm lacks the
ability to supervise the individual’s activities, thus creating
potential regulatory exposure for the firm for failure to
supervise and for failure to retain those records which were
created in the course of the firm’s business (a violation of
SEC Recordkeeping Rules). As we have seen from SEC and
FINRA enforcement actions against firms and their
associated persons/access persons, these transgressions
come at a very high risk to both the firms and the individuals
involved, and the fines have been quite sizeable. Additional
exposure may also be created on a state or civil level by the
use of unauthorized Al note-taking tools, resulting in civil,
administrative, and or criminal penalties.
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Compliance Takeaway

If compliance relies on a
model, the CCO must be
able to show how the model
itself is supervised and how
it complies with SEC
Recordkeeping Rules.

The key question examiners
ask now is:

What Al tools has your firm
approved for use by your
associated persons, how do you
supervise the use (and output),
and how does your firm document
its supervision, and where does
the firm archive the materials
reviewed/approved for use?
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The Risks of Al Washing and False Precision

Regulators have already initiated enforcement actions against firms making
exaggerated claims about Al capabilities. The early violations have centered on
messaging that overstates sophistication, implies predictive accuracy, or suggests
that a model can outperform human expertise. In several cases, firms promoted
themselves as first or exclusive Al-powered advisors without proof to support those
assertions.

Overclaiming technological advantage is increasingly treated as a form of
misrepresentation. This is analogous to greenwashing in environmental investing: a
hype driven narrative that lacks evidence.

Compliance officers must review all marketing language to ensure: —

e Al functionality is described accurately

e No performance claims appear without substantiation |
o Capabilities are presented as assistive rather than autonomous : @
e Human review is clearly stated where required %:@33 \

Jeff Kern, who previously served in senior enforcement roles at FINRA
and the NYSE, emphasized, “Do not be careless. Do not be misleading.” ~

Accuracy includes both technical and ethical precision. A single Al-generated error
that reaches investors or regulators can trigger additional scrutiny across the entire

program.
’_K 0 Compliance Takeaway
=( S Marketing of Al must be as
2 carefully controlled as product
o= s claims in advisory services.
Colln
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Responsible Al Adoption for Small and Mid-Size RIAs

Smaller firms often view Al as a way to improve capacity without expanding
headcount. That can be true, but only if the Al adoption process is structured and
defensible. Without adequate planning and staffing to review outputs, firms risk
exposing themselves to more supervision failures than they resolve.

A measured implementation approach includes:

 Identifying one high-value workflow where review can be reliably enforced

Training all users on approved versus prohibited Al use

Ensuring any content involving clients is reviewed by qualified personnel
Avoiding automation of any judgment-oriented tasks at early stages
Escalating only after controls and logging have been validated

Regulators understand that smaller firms operate with limited resources. They do not
expect perfection, but they do expect firms to do their due diligence and to be
thoughtful in their approach to adopting any new technology.. Each decision must
reflect an understanding of how the system will be used, the risks associated with its
use, the adoption of compliance policies to establish accountability, and controls
around documentation requirements.

i

Compliance Takeaway

Lean supervisory
environments benefit the
most from Al, but only when
implemented with
thoughtful discipline.

www.surgeone.ai

There is strong regulatory appreciation for
innovation, but no tolerance for a lack of
governance and controls to ensure compliance
with industry regulations. Many small firms seek to
adopt Al and other technologies because they can
streamline their operations, make compliance
more consistent and more accurate, and it can
result in overall cost savings. However, firms are
reminded that they must document their due
diligence and put the compliance guardrails in
place around the new technology before using it.
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Where Regulatory Expectations are Heading e

Regulators have moved quickly from awareness to structured evaluation. They already
use advanced technology to review submissions, identify anomalies, and monitor
behavioral trends. Examiners may soon expect firms to maintain similar
sophistication in their own internal systems.

The next phase of regulatory scrutiny will include:

e Proof that the human in the loop reviewed results thoroughly

e Documentation that incorrect Al outputs were detected and corrected
e Evidence that models used are aligned with privacy requirements

e Monitoring for improper reliance on automation

o Demonstrated vendor transparency into training and use of data

In addition, firms will be asked to explain how their supervisory structure will evolve as
Al capabilities improve. The bar for accountability is rising, not falling. Looking ahead,
technology will accelerate examinations rather than delay them.

Al is not a temporary trend. It is a new operational foundation. Firms that build a
compliance strategy around it now will be best equipped to handle both regulatory
demands and industry competition.

0 Compliance Takeaway

CCOs should assume Al is becoming
essential for maintaining supervisory
excellence, but they must also prepare for
expanded focus on vendor due diligence
and supervisory controls around its use
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Al-driven Compliance is The Future of Regulatory Management

Artificial intelligence offers tremendous opportunity: more effective oversight, faster
anomaly detection, and stronger protection for clients. But the introduction of any new
system that influences judgment requires thoughtful governance and heightened
accountability.

CCOs are uniquely positioned to determine how Al strengthens the quality and
defensibility of their compliance programs. The priority is not volume of automation.
The priority is clarity and control. When used correctly, Al can reduce operational
strain and increase supervisory consistency while enhancing regulatory relationships
instead of challenging them.

The message remains consistent:
Al may support your decisions, but cannot replace your obligations.

With intentional design and ongoing validation, Al becomes a compliance multiplier,
not a compliance risk.
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Book a Demo at SurgeONE.ai and future-proof your firm. .
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